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HcToyHuk my0JauKkanuu
"BectHuk obpaszoBanus Poccun", N 15, aBrycr, 2018

IIpumeyanue K JOKYMEHTY

Ha3Banue 10KyMeHTa
<[Mucemo> Munob6pnayku Poccuu ot 14.05.2018 N 08-1184
"O namnpasneHuu nHopmarun"
(BMecTe ¢ "MeTOOMUECKUMHU PEKOMEHIAIMSIMUA O Pa3MELIeHHH Ha MH(OPMAIMOHHBIX CTEHJAX,
opHUIIMATBLHBIX WHTEPHET-CATaX W JAPYruxX WHOOPMAIIMOHHBIX pecypcax 001eodpa3oBaTeIbHBIX
OpraHu3alliii U OpPraHoB, OCYILECTBIIIONIMX yIpaBiieHHe B cdepe oOpa3oBaHus, MHGOPMAIH O
0e30macHOM MOBEACHUH M MCTONIb30BaHuU ceTH "MHTepHeT")
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MWHUCTEPCTBO OEPA30BAHUSA U HAYKM POCCUACKOW ®EQEPALINA

OENAPTAMEHT FrOCYQAPCTBEHHOW MOJNIUTUKU B COEPE
OBLUEI O OBPA30OBAHUA

MNCBLMO
ot 14 maa 2018 r. N 08-1184

O HAMNPABJIEHUN NHPOPMALIUA

JlemapTaMeHT TOCYAapCTBEHHOM MOJIUTUKU B cepe obmero odpasoBanuss MunoOpHayku Poccun
HaIpaBJIsieT JUisl CBeAeHUs1 pa3paboranHble Bpemennoii komwmccueit CoBera deneparu Mo pa3BUTHIO
MH(POPMAIIMOHHOTO O00IIecCTBa METOAMYECKHE PEKOMEHJAlMU O pa3MEIIeHWH Ha WH(POPMALMOHHBIX
CTeH/ax, o(hUIHATBHBIX MHTEpHET-caTax " TIPYTUX MH()OPMAITMOHHBIX pecypcax
0011e00pa30BaTENbHBIX OpraHU3aluil U OPraHOB, OCYIIECTBIISIOMIMX YIIpaBieHUE B cepe oOpa3oBaHus,
nH(popManuu 0 6€30MacHOM MMOBEICHUH U UCTIONb30BaHuM ceTh "MHTepHeT".

Hupektop [enapramenTa
A.EIIETPOB

IIpunoxenue

METOANWYECKWE PEKOMEHOALIUU
O PASMELWWEHUN HA NTHOOPMALUMUOHHBIX CTEHAAX, OPULUUNATIbHbLIX
WHTEPHET-CAUTAX U APYI'MX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATEJIbHbIX OPFAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLMX
YNPABJIEHUE B COEPE OBPA3OBAHUA, UHPOPMALIMKA O BESOINACHOM
NOBEAEHUN N UCTTOJIb3OBAHUN CETU "MHTEPHET"

Oxkcnepramu W uieHamu Bpemennoir komuccun CoBera Dexpepanum 10  Pa3BUTHIO
nH()OPMAIIMOHHOTO O0IecTBa B paMKaX BBIMOJHEHUS PEKOMEHAAIMA TapIaMEHTCKUX CIyIIaHUi
"AKTyallbHbIE BOTPOCHI OOecredYeHus O€30MacHOCTH W pPa3BUTHUS JeTedl B HMHPOPMAIMOHHOM
npoctpancTBe”, kKotopble mpouun B Coere ®Penepauuu 17 anmpenst 2017 r., ObuM pa3paboTaHbI
METOJIMYECKUE PpEKOMEHJAlMU O pa3MeleHMH Ha UWHQOPMAlMOHHBIX CTeHAaX, O(UIHaIbHBIX
WHTEPHET-CAliTax u JPYruxX HHPOPMAIMOHHBIX pecypcax o0IIeo0pa3oBaTeNbHBIX OpraHU3aliid |
OpraHOB, OCYIIECTBISIONINX yIpaBieHue B chepe oOpa3oBanus, HHGOPMAIMH O OE30MaCHOM MOBEICHUN
U ucnonb3zoBanuu cetu "MuTepHet" (nanee - MeToIMYECKHE PEKOMEH IALINHN ).

Meroandyeckne  pEeKOMEHJAIMM  HANpaBlICHbl HA  KAYECTBEHHOE  IOBBIIICHUE  YPOBHSI
MH()OPMALIMOHHON JIEATEIBHOCTH O0O0Ie00pa30BaTeIbHBIX OpPTaHU3AIM M OPraHOB, OCYIIECTBISIOIINX
ynpasieHue B chepe oOpa3oBaHUsA, B YaCTH MH(POPMUPOBAHUS YYAIIMXCS, UX POJIUTENCH (3aKOHHBIX
MpEICTaBUTENe) W TMEeJarorn4ecKuX pa0OTHUKOB 00 OCHOBHBIX aclekTax HH(POPMAIMOHHON
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0€30I1aCHOCTH.

Metoanueckiue pEeKOMEHJAMK MO3BOJAT 00IIEe00pa3oBaTEIbHBIM OpPTraHU3alMsIM M OpraHaMm,
OCYILECTBISIIOLIUM YIpaBlieHHe B cdepe o00pa3oBaHUs, aKTyaJU3UpOBATh YK€ HCIOIb3yeMble H
pa3MelieHHbIe HHPOPMALMOHHbIE MaTepPHUalIbl, TAK U MOATOTOBUTH UX B CIy4ae UX OTCYTCTBHUS C YUETOM
JYYIIUX TPAKTUK U PEKOMEHIALINMN.

B paMkax METOOUYECKUX PEKOMEHAALIUN PACCMATPUBAIOTCA CIEAYIOIUE HHCTPYMEHTHI:
1. "HpOpPMALIMOHHBIE CTEH/IBI;
2. opunmanbHpIe UHTEPHET-PECYPCHI;

3. cpencTBa MaccoBOM MHGOpMAIMH (IIKOJIBHBIE Ta3eThl, EAArOrMIeCKue U3IaHusl U IpyTHUe).
NHdopmalnOHHbIe cTeHAbI

Ha mndopmanmonHbIx creHaax B 00mieo0pa3oBaTeIbHBIX OPraHU3alNsIX, PACTIONOKEHHBIX B (oiie
YUpSKACHUH M B KaOWHETaX, OCHALICHHBIX IE€PCOHAIBLHBIMU YCTPOWCTBAMH Ui BBIXOJAa B CETh
"UHTepHeT", peKOMEHIYeTCS Pa3MeCTUTh WH(OPMAITMOHHBIC TAMSITKH, COJIEPKAIlNe OCHOBHBIC COBETHI
o obecreueHno0 HHPOPMAITMOHHON 0€30MaCHOCTH YUaIIHXCS.

B npunoxennn N 1 K METOAMYECKHM PEKOMEHIAIMSIM TIPEJICTaBICH 00pa3er] MaMATKH I
pasMernieHns Ha UH(HOPMAIMOHHBIX CTEHAX.

CpeacTtBa maccoBon MHopmMaLmm

B cpencrBax maccoBoil MH(OpMAIMU, OpPUEHTHPOBAHHBIX HAa OOYYAIOIIUMXCS, PEKOMEHIYETCS B
TEUEHHE YYeOHOro Troja peryJsipHO MyOJMKOBaTh HH(OPMAIMOHHBIE MAaTEpUANbl, ITOCBSIICHHBIC
OTJENbHBIM acreKkTaM HH()OPMAIMOHHOW O€30MacHOCTH, a TakKXKe pa3IMyHble IaMATKA OOIIero
Xapakrepa.

B cpencrBax maccoBoil mH(pOpManuM, OPUEHTUPOBAHHBIX Ha IMEAArOTHYECKyI0 OOIIECTBEHHOCTH,
PEKOMEHIyeTCsl B TEUEHHE KaJeHIapHOro rojla peryyispHo MyOauKoBaTh MHPOPMAIIMOHHbBIE MaTepUabl,
MOCBAIICHHBIE OTAEIBHBIM acleKTaM WH(OPMAIIMOHHON 0e30MacHOCTH KaK HECOBEPIIEHHOIETHUX, TaK U
o011eo0pa3oBaTeIbHbIX OpraHU3alMil, a TaKXKe Pa3IUYHbIe MaMSITKH, 0030pbl HOPMAaTHBHO-IIPABOBOTO
peryaupoBaHus AaHHOW cdepbl U MH(YOPMAIIUIO O AKTyaJbHBIX MEPONPUATHUSAX U COOBITUSAX B JAHHOM

cepe.

B xome mpoBenenuss Emunoro ypoka mo OezomacHoctd B cetu "MHTepHeT" pexkomMeHmyeTcs
00ecreunTh BBIMMYCK TEMAaTHYECKOTO BBIMYyCKa CPEACTBA MaccoBOM wuHOpMauu 100 cepuu
myOIuKaui, Cpeu KOTOPBIX PACCMOTPETh OPraHW30BAaHHBIC MEPOIPHSTHS ISl OOYYarOIIUXCS, HX
poauTenel (3aKOHHBIX TPEJICTABUTEINCH) U TIeAaroruaeckoi 00IecTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

O6meoOpa3oBaTeIbHBIM OpraHu3aIsIM  PEKOMEHIYETCs Ha  CBOHX oduIMaTBEHBIX
WutepHer-pecypcax obecnednTh (QYHKIIMOHUPOBAHHE CAMOCTOSITEIBHOIO U  CIEHUATU3UPOBAHHOTO
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paznena "MudbopmamumonHas 0e30MacHOCTH", B paMKax KOTOPOTO MPEAYCMOTPETh pa3MelieHHe
cienyromel nHpopMaIuu:

N | Pasnmen/moapaznen dopmar ConeprkaHne MaTepruagoB
MpeACTaBICHUS
MaTepuasoB
1. |JlokanesHEBIE Konuu noxkymeHnToB B | Pazmeniarorcsi KOuu JOKYMEHTOB, T.€.
HOpMAaTHBHBIC akThl | popmare *PDF CKAaHMPOBAHHBIN BAPUAHT JOKYMEHTA,
B cepe COOTBETCTBYIOIINI TPeOOBAHUSIM K
obecrniedeHus napameTpaMm CKaHUPOBaHUSI.
nH(pOPMAITMOHHOMN Pa3merarorcst TOKyMEHTHI,
0e30MmacHOCTH perIaMEeHTHPYIOIIME OPTaHU3AIUI0 U
00yJaronmxcst paboTy C mepCoOHATBLHBIMU JaHHBIMH,

IUTaHBl MEPOTIPUATHIA 110 00ECTICUYCHHIO
nH(pOpMaIMOHHOM 0€30MacHOCTH
00yYaromuxcs u Apyrue.

2. |HopmarusHoe Konuu nokymentoB B | [1yOiuKytoTcst aKkTyanbHbIE CBEACHUS O
peryaupoBaHue dbopmare *PDF dbeneparbHBIX U PETHOHAIBHBIX
3aKOHaX, MMCbMaxX OPraHOB BJIACTH U
JIpyrue HOpMaTUBHO-TIPAaBOBBIE
JIOKYMEHTBI, PEerJIaMEHTHPYIOLIHE
obecrieueHre HHPOPMAITMOHHON
0€3011aCHOCTH HECOBEPILICHHOIETHUX.
Honyckaercsi BMECTO KOIHIA
pa3MmeIaTh rUNepcChUIK Ha
COOTBETCTBYIOIIME JOKYMEHTHI Ha
calTax OpraHoB IOCyJI1apCTBEHHOU

BJIACTH.
3. |Ilemarormueckum TekcT Ha cTpaHuIle Pa3MemaroTcst METOAUYECKHE
paboTHUKaM caiita PEKOMEH/IallUK U YKa3bIBACTCs
Kormu 1okymMeHTOB B | MH(OpMAaIIHs O MEPOTIPUATHSIX,
¢dopmare *PDF IIPOEKTax U MporpaMmax,

HaIIPaBJICHHBIX HA MOBBIILICHHUE
UH(POPMALIMOHHON IPaMOTHOCTH
Ie1arOrMYeCcKNX PabOTHUKOB.

4. | O6yuarommmcst Tekct Ha cTpaHuIe Pazmerntaercs nadopmarmonHas
caira namartka (npunoxxernue N 2) u
yKa3bIBaeTCs HHMOpMAIUs O
MEPOMPHUITHSIX, TPOEKTAX U
porpaMmmax, HalpaBJIEHHbIX Ha
MOBBIIIEHIE HHPOPMAITHOHHOM
TPaMOTHOCTH O0YYarOITUXCSI.
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5. |Pogurensam Tekcr Ha cTpaHuLe Pa3smernraercs nundopmarmonnas
(3aKOHHBIM caira namsaTka (mpunoxkenne N 3).
MIPEACTABUTEISIM)
00yJaronmxcst

6. |Hderckue 6e3omacHbie | TekcT Ha cTpaHuULe Pa3smemaercs undopmarius o
CalThI caunra PEKOMEHIYEMBIX K HCII0JIb30BAHUIO B

y4eOHOM TIporiecce 0€30MacHbIX
caiitax, 6aHHepBI OE30MACHBIX JETCKUX
CalTOB.

OpranaM, OCYHIIECTBISIOIIMM YIpaBieHHe B cdepe oOpazoBaHMs, PEKOMEHIYETCS Ha CBOHUX
opurnmanbHbix ~ MHTEpHET-pecypcax  oOecneduTh  (YHKIIMOHUPOBAHHE  CaMOCTOSITEIIBHOTO U
Crenuanu3upoBanHoro pasaena "Mudopmarmontas 6€30MacHOCTh'", B paMKax KOTOPOTo MPeayCMOTPETh
pasMelleHue cieayouie nHhpopmManuu:

[Tpunoxenue N 1

MNAMATKA ]
ANS OBYYAIOLLMXCS OB UHOOPMALIMOHHOW BE3OMACHOCTU AETEW

HEJb34

1. Bcem moapsin cooOmiaTh CBOIO YacTHYIO MHMoOpMaiuioo (Hacrosmiue ums, Gamrimio, TenedoH,
azipec, HOMep IIKOJIbI, a Takxke (poTorpadguu CBOU, CBOSH ceMbu U Ipy3eil);

2. OTKpBIBaTh BIOYKEHHBIE (haiiiIbl AJICKTPOHHOU MOYTHI, KOT/1a HE 3HACIIh OTIIPABUTEIIS;
3. I'pyOuts, npuauparThcs, OKa3bIBaTh AABICHHE - BECTH ce€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacmopsbkaiicss JeHbraMud TBOEH ceMbH 0€3 pa3pelleHHs] CTapIIuX - BCETla CIpaliuBai
poauTenen;

5. He Bcrpeuaiica ¢ MHTEpHET-3HAKOMBIMU B PEAJIbHOM JKM3HU - MOCOBETYHCS CO B3POCIBIM,
KOTOPOMY J0BEpSIEILb.

OCTOPOXHO

1. He Bce mumyt mpaBay. Yutaems o cebe HempaBay B MHTepHeTe - cooOmm 006 3TOM CBOMM
POJUTENSIM HJIH OIICKYHaM;

2. IlpurnamaioT nepenuchiBaThCsl, UrPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIM M10/IBOXA;

KOHcy.]IbTaHTHJIIOC www.consultant.ru Crpanuia 6 u3 20

HaJIe)KHAsI MPABOBas MOIEPKKA


http://www.consultant.ru/
http://www.consultant.ru/

<I[ucsmo> MunobpHayku Poccun ot 14.05.2018 N 08-1184
"O HanpaBieHuH HHpopMaruu"
(BmecTe ¢ "MeToANYEeCKUMU PEKOMEHIAIUSAMH O...

JokymenT npenoctasier Koncynsrantllnoc
[ara coxpanenus: 28.03.2019

3. Hezakonnoe xonupoBanue ¢aiiiaoB B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckaspiBail B3pOCIBIM O TIpOOJieMaxX B CETH - OHU BCETJja IIOMOTYT;

5. Ucnonw3yit HacTpokK O€30MacCHOCTH W MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOM AaKKAyHTHI B
COLICETAX M NAPYIUX MOpTaiax.

MOXHO
1. YBaxaii 1pyrux nojab30BaTeie;
2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - JIeail CChUIKY Ha HETO;
3. OTKpbIBad TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarecst 3a MOMOLIBIO B3POCIBIM - POJUTENH, ONEKYHbI M aJMUHHUCTpalMs CaWTOB BCeraa
IIOMOT'YT;

5. IIpoitnu o0yuenne Ha caitite "CeTeBUUOK" U IOIYYM HAacHopT MUGPOBOTO rpakiaHuHa!
ya ya

ITpunoxenne N 2

MHOOPMALMOHHASA NMAMATKA
AndA ObYYAIKOLWUXCA And PASMELLEHUA
HA O®OULUUNAJIbHbIX AHTEPHET-PECYPCAX

C KaXXIIbIM IOoAOM MOJIOAC)KHU B MHTCPHCTC CTAHOBUTLCH 60.HI>H_I€, da IIKOJBbHHUKHW OAHU U3 CaMBbIX
aKTUBHBIX TOJIb30BaTesel PyHera. Mexay TeM, MOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEM,
HUHTCPHCT HECCT U HpOGHeMBI. OTa maMsTKa JOJI’KHA ITOMOYb TCGG 6630HaCHO HaxoaUTbCA B CCTH.

KomMmnbloTepHble BUPYChI

KoMmbloTepHblii BUpPYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTJIIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SABJISIETCSI CHOCOOHOCTH K Pa3MHOKEHUI0. B fomonHenre Kk 3ToMy, BUPYChl MOTYT
MOBPEINUTh WM TOJHOCTHIO YHHUUTOXHUTH Bce (Dailibl MU JaHHbBIE, MOJKOHTPOJBHBIE IMOJIB30BATENI0, OT
MMEHHU KOTOpOoro ObuIa 3alylleHa 3apa)KeHHasl Mporpamma, a TakkKe MOBPEIUTh WM J1aXe YHUUYTOXKHUTD
OTEPALMOHHYIO CHCTEMY CO BceMH (ailiaMu B 1eaoM. B OONBIIMHCTBE CIIydaeB paclpoOCTPaHSIOTCS
BHUPYCBHI YEPE3 UHTEPHET.

Mertozpl 3aIIUTHL OT BPEJOHOCHBIX IIPOIPAMM:

1. Mcnionb3yii COBpEMEHHBIE ONEPANMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIN YPOBEHB 3alIUTHI OT
BPEIOHOCHBIX MPOrPAMM;
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2. TlocrosHHO ycTaHaBnuMBaii madtk (IU¢pPOBBIC 3alIaTKU, KOTOPbIE aBTOMATHYECKH
YCTAHABJIMBAIOTCSA C LEJIbI0 JOPAOOTKH TMPOrpaMMbl) M Jpyrue OOHOBJICHHUS CBOEH OIEpalMOHHOM
cucteMbl. CkaunBail MX TOJIBKO ¢ odummanbHOro caiita pazpadorunka OC. Eciu cymecTByeT pexum
aBTOMATHYECKOT0 OOHOBJIEHHS, BKIIIOUH €T0;

3. PabGoraii Ha cBOeM KOMMBIOTEpE MO MpaBaMH IOJIB30BATENs, a HE aJIMHHUCTpAaTopa. ITO HE
MO3BOJIUT OONBIIMHCTBY BPEIOHOCHBIX MPOTPaMM MHCTAJUIMPOBATHCS HAa TBOEM MEPCOHATIHLHOM
KOMIIBIOTEPE;

4. Hcnons3yl aHTHBHPYCHBIE IIPOIPaMMHBIE TNPOAYKTHl M3BECTHBIX IPOU3BOJIUTENIEH, C
aBTOMATHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannypb HpU3HYECKHd JOCTYN K KOMITBIOTEPY JUIsl IOCTOPOHHHUX JIHII;

6. Ucnonp3yit BHEIIHUE HOCUTETU WH(OpMAIUH, TaKue Kak (uienka, TUCK Win ¢aiia u3 UHTepHETa,
TOJIBKO U3 MMPOBCPCHHLIX HCTOYHUKOB;

7. He oTkpwiBaii KOMIBIOTEpHBIC (haliIbl, MOTYYEHHbIE M3 HEHAJC)KHBIX MCTOYHHUKOB. Jlaxke Te
(aiinel, KOTOpPBIE MpHCIIa TBOM 3HAKOMBIH. Jlydllle yTouHu y Hero, OTIPABIISUII JIH OH TeOe UX.

Cetu WI-FI

Wi-Fi - 3T0 He BUI mepenayn JaHHBIX, HE TEXHOJOTHS, a BCEro Juib OpeHn, mapka. Emte B 1991
ToJly HUJEpJIaHJCKass KommaHus 3apeructpuponaia opena "WECA", uyto o003Hauano cioBocOYETaHUE
"Wireless Fidelity", xoTopslii mepeBoanTcs Kak "GecrpoBoiHAs TOYHOCTH".

Jlo Hamero BpeMeHH jJomuia Apyras abOpeBuaTypa, KoTopas sSBJISICTCS TAKOW JK€ TEXHOJIOTUEH. DTO
ab0pesmuarypa "Wi-Fi". Takoe Ha3BaHUe OBLIO 1aHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOUW TEXHUKH
Hi-Fi, uTo B mepeBo/ie 03HavaeT "BBICOKAs TOYHOCTD".

Ha, OecrutaTHBIA HWHTEPHET-AOCTYN B Kade, OTEIIX U adponopTax SBIAETCS OTIMYHON
BO3MOKHOCTBIO BbIXOJ]a B MHTepHET. Ho MHOTHE 3KCepThl CUUTAIOT, 4To odmenoctynusie Wi-Fi cetu He
SBIISIIOTCS 0€30MaCHBIMHU.

CoBeThl 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsx Wi-fi:

1. He nepenasaii cBoto nuunyro nHpopmanuro yepes obmienoctynusie Wi-Fi cetn. Paborast B HUX,
KeIaTeJIbHO He BBOAMTH TAPOJIH JIOCTYIIA, IOTHHBI M KAKKE-TO HOMEPa;

2. Hcnonb3yih M OOHOBIANM aHTHBHPYCHBIE HporpamMMbl M OpaHamayep. Tem caMbIM T
obe3omacuib ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun Qynkiuio "OOmmii goctyn k daitnam u npuaTepam".
JlanHas (yHKOMS 3aKpbiTa MO YMOJYAHHMIO, OJHAKO HEKOTOPHIC MOJB30BATEIH AaKTUBHPYIOT €€ IS
yo0cTBa UCIIONB30BaHMs B paboTe 1 yueoe;

4. He ucnons3yit myonuunsii WI-FI mist mepenaun Ju4HBIX JaHHBIX, HApUMEp JJIS BBIXOAA B
COLIMAJIbHBIEC CETU WJIM B 3JIEKTPOHHYIO MOUTY;

KoncyabranrIlinroc

HaJIe)KHAsI MPABOBas MOIEPKKA

www.consultant.ru Crpanuua 8 u3 20


http://www.consultant.ru/
http://www.consultant.ru/

<I[ucsmo> MunobpHayku Poccun ot 14.05.2018 N 08-1184
"O HanpaBieHuH HHpopMaruu"
(BmecTe ¢ "MeToANYEeCKUMU PEKOMEHIAIUSAMH O...

JokymenT npenoctasier Koncynsrantllnoc
[ara coxpanenus: 28.03.2019

5. HUcnonw3yit Tonpko 3amuiieHHoe coenuHenune yepes HTTPS, a e HTTP, t.e. mpu Habope
BeO-aapeca BBOAM UMeHHO "https://";

6. B mo6unsHOM Tenmedone otkmoun ¢dyaknuio "Tlogkmouenune k Wi-Fi aBromatnuecku". He
JOMyCKaid aBTOMaTHYECKOTO MOJIKIIIOYEHUS YCTpoiicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.

CounanbHble ceTu

ConmanbHple CETH AKTUBHO BXOAST B HAaUly JKW3Hb, MHOTHE JIIOAM pabOTalOT W JKUBYT TaM
NOCTOSTHHO, a B Facebook yske 3apernctpupoBan MuuIHap/] 9eI0BEK, YTO SBISETCS OJHOU CEIbMON BCEX
KHUTENeW IJIaHeTbl. MHOTHE IOJb30BaTeId HE MOHMMAIOT, 4TO HH(OpMAIMs, pa3MeIleHHas UMH B
COIMAJBHBIX CETAX, MOXKET OBITh HalJIeHa W MCIOJIb30BaHA KEM YrOJHO, B TOM YHCJE HE 00s3aTEIbHO C
OaruMu HaMepeHUSIMH.

OCHOBHBIE COBETHI IO OC30IACHOCTH B COHaJIbHBIX CCTAX:

1. Orpannup crnucok Apy3eil. Y TeOs B APY3bsX HE JNOJKHO OBITh CIIy4allHBIX M HE3HAKOMBIX
JTIOJIEH;

2. 3amumiaid cBOIO YacTHyIO ku3Hb. He ykaswiBail maponu, TenedoHbl, aapeca, OaTy TBOETO
POXKAEHUS U JIpYryl0 JHMYHYHO MH(pOpPMaLuio. 3JIO0YMBIIUICHHUKH MOTYT HCIOJb30BaTh JlaXe
MH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IUTAHUPYETE IPOBECTU KaHUKYJIBL;

3. 3amuiiail CBOIO pEImyTaluio - JEPKHU €€ B YUCTOTE U 3a7aBaii cebe BOMpOC: XOTEN OBl ThI, YTOOBI
Apyrue MOJb30BaTeIM BUAETH, 4TO Thl 3arpyxaeuib? [logymaii, mpexnae ueM YTO-TO OMYyOJMKOBATh,
HaIUcaTh M 3arpy3HTh;

4. Eciv Tbl TOBOPHIIIG C JIFOJIbMH, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3YH CBOE PEAIbHOE UMSI U IPYTYIO
JUYHYI0 HH(GOPMAIIMU: UMSI, MECTO JKUTEIbCTBA, MECTO Y4eObl U IpOYee;

5. N36eraii pasmerienus ¢otorpaduii B IHTepHETE, TIe THI H300paKEH Ha MECTHOCTH, IO KOTOPOM
MOXHO OTIPENICIIUTH TBOE MECTOIOI0KEHHE;

6. Ilpu perucrpanuu B COLUAITBHON CETH HEOOXOIUMO UCIOIB30BATh CIIOKHBIE MAPOJIU, COCTOSIINE
13 OykB ¥ UG U ¢ KOJUISCTBOM 3HAKOB HE MEHEE &;

7. JInst counanbHOM CeTH, MOYTHl M JPYTUX CAaHTOB HEOOXOIUMO HCIIONB30BaTh pa3HbIe MapoOIIH.
Torna ecnu Te6s1 B37IOMAIOT, TO 370YMBIIIJIEHHUKHU [TOJy4aT JOCTYI TOJbKO K OMHOMY MECTY, a HE BO BCE

cpasy.
ONEeKTPOHHbIE AeHbIU

DJEKTPOHHBIEC AEHBIH - 3TO OYEHb YIOOHBINH CIOCO0 IIaTeXel, OHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT IOJIYYUTh OTH ACHBIH.

DIIEKTPOHHBIE JEHBI'M MOSIBUIMCH COBCEM HEIAaBHO M MMEHHO M3-3a 3TOTO BO MHOTHX T'OCY/IapCTBaX
710 CUX TOpP HE MPOMUCAHO PO HUX B 3aKOHAX.
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B Poccun xe oHun (QyHKUMOHHPYIOT M O HHUX YK€ MPOIKCAHO B 3aKOHE, i€ MX pa3leNsioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX
paspeimiaercsi MPOBOAWTH omepanuu 0e3 uAeHTU(UKAIMKM TOJb30BaTeNs, a B HEAHOHUMHBIX
UICHTH(UKAIUS TTOJIB30BATENS SABISETCS 005S3aTeIHHOM.

Taxxe cneayeT pa3nuyarh 3JI€KTPOHHbIE (PHaTHBIE ACHBIU (PaBHBI TOCYAApCTBEHHBIM BaJlOTaM) U
ANEKTPOHHBIC HEUATHBIE ICHBIH (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C 3IEKTPOHHBIMH IEHbIAMU:

1. ITpuBsikM K cueTy MOOWIBHBIN TeneoH. ITO caMblil yJOOHBIN 1 OBICTPBIA CITIOCOO BOCCTAHOBUTH
noctyn K cuery. [lpuBsizanHbli TeneOH MOMOXKET, €ciu 3a0yAellb CBOW IUIATSKHBIA Maposb HIIH
3aiiielllb Ha CalT ¢ HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcnonb3yii ogHOpa3oBeie maponu. [locie mepexona Ha YCUIICHHYIO aBTOpHU3AIMIO TeOe yKe He
OyZeT yrpokaTh OMAaCHOCTh KPaXKU WM TIEpexXBaTa IIIATEKHOTO TapoJis;

3. BeiGepu cnoxsplid maponb. IIpecTymHukam Oyaer HE MPOCTO YraaaTh CIIOXHBIM TapoJb.
HazexxHble mapomu - 3To Mapoiu, KOTOPhIE CoAepkKaT He MeHee 8§ 3HAKOB U BKIIIOYAIOT B ce0sl CTPOUYHBIC U
MPOMKUCHBIE OYKBBI, HU(GPBI U HECKOJIIBKO CUMBOJIOB, TAKHE KaK 3HAK J0ju1apa, (yHTa, BOCKINLATEIbHBII
3HaK u T.11. Hapumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JIOBEPSCIIIb.
ONeKTPOHHasA no4Ta

ONEeKTpOHHAs IOYTa - 3TO TEXHOJOTHS M IPEAOCTaBIsSIEMBIE €K YCIYyTM II0 MHEPECBUIKE M
MOJTyYCHUIO 3JIEKTPOHHBIX COOOIICHUH, KOTOpPbIE paclpeleNnsioTcs B KOMIbIOTEpHOW ceTH. OOBIYHO
JIEKTPOHHBINA IOYTOBBIN ALIMK BBITJISAUT CIEIYIOIMM 00pa3oM: MM IOJb30BaTEIA(@HUMsI_JOMEHA.
Taxoke Kpome nepegadn IpocTOro TeKCTa, UMEEeTCs BO3SMOXKHOCTD IepeaBarh (haiiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe C ITCKTPOHHOM MTOYTOM:

1. Hago BbIOpaTh NpaBUIBHBIA IOYTOBBIM cepBUC. B HHTEpHETE €CTh OrpOMHBIH BBIOOD
O€eCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JY4IlE JOBEPATh TEM, KOTO 3HACIIb U KTO IIEPBbIi B PEUTHHTE;

2. He yxka3pBaii B JaMyHOW TmouTe JHWYHYI0 uH(popMmarmio. Hampumep, inyuiie BbIOpaTh
"My3bIKaNIbHBINA (haHaT@" nam "pok2013" BmecTo "Temal3";

3. Hcnonp3yil ABYXATamHYI aBTOPHU3ALUI0. JTO KOTJa INOMHMMO Haposisi HYXHO BBOJIUTH KOZ,
NpuUchLIaeMblii o SMS;

4. BeiOepu CIIOKHBIH Tapoib. [ KaXJA0ro MOYTOBOTO SIIMKA JOHKEH OBITh CBOWM HAaJICKHBIH,
YCTOMYHUBBINA K B3JIOMY MMapoJb;

5. Ecnu ectb BO3MOKHOCTh HANMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb;

6. Mcnonp3yil HECKOJIBKO IMOYTOBBIX SIIMKOB. IIepBbIi IS 4aCTHOW MEpPENHCKH C aJpecaTaMu,
KOTOPBIM ThI JIOBEpsieIllb. ITO JIEKTPOHHBIN aJipec He HaJJ0 UCTOIb30BATh IIPU PErHCTpaluy Ha Gopymax
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" caiiTax;

7. He oTkpbIBaii (ailsibl ¥ Ipyrue BIOKEHUS B MHCbMaX, JJa)Ke €CIIM OHU MPHIIUIA OT TBOUX JpPYy3€il.
Jlydiie yToYHM y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (Qaiiibl;

8. Ilocne okoHYaHMs paOOTHI HAa TIOYTOBOM CEPBHUCE Tepe]] 3aKPhITUEM BKIIAJIKU C CAaliTOM He 3a0y/b
Ha)kaTb Ha "Briitn".

Knb6epObynnuHr unu BupTyanbHoe nsaeBaTesnibCTBO

KubepOymnuHr - TmpecienoBaHHe COOOIICHUSMHU, COJEPKAIUMHA OCKOPOJICHUS, arpeccuio,
3allyTUBAHUC; XYJIUTAHCTBO, COLIMAJIbHOC 60ﬁKOTHpOBaHHe C MOMOIIBIO PA3JIMYHBIX UHTCPHCT-CCPBHUCOB.

OcCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYIITUHTOM:

1. He Gpocaiics B 60ii. Jlydmmii cioco6: mOCOBETOBATHCS Kak ce0sl BECTH H, €CITH HET TOTO, K KOMY
MOYKHO OOpaTHTBCS, TO BHAYayle YCIOKOUTHhCS. EciM ThI HadHENb OTBEYaTh OCKOPOJICHHSIMH Ha
OCKOpPOJIEHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;

2. YrpaBnsii cBoel KubeppenyTaimei;

3. AHOHUMHOCTh B ceTd MHUMas. CyIIEeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 32 AHOHUMHBIM
aKKayHTOM;

4. He crouT BecTH XYJIUTAHCKUH 00pa3 BUPTYyaJdbHOH >Xu3HU. VHTEpHET (UKCHUpyeT BCe TBOM
NEUCTBUS M COXPAHSIET UX. Y JAIUTh UX OYIET KpaiiHe 3aTPyIHUTEIBHO;

5. CoGumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHbi HeraTuB. OJHOpPA30BBIE OCKOPOWTENIBHBIC COOOIICHHS JTydIle
UrHOprpoBaTh. OOBIYHO arpeccHst MPeKpaIlaeTcs Ha HauYaIbHOM CTa/Iny;

7. ban arpeccopa. B nmporpammax o6MeHa MTHOBEHHBIMH COOOLICHUSIMH, B COLIMATIbHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHUI C ONpeesIeHHBIX apecoB;

8. Ecmm TeI cBupereny kuOepOymmHra. TBOWM JEHCTBUS: BBICTYNIUTH NPOTHUB TMPECTEAOBATENS,
[I0Ka3aTh €My, YTO €ro JIEWCTBHUS OLICHUBAIOTCA HEraTUBHO, IOJJAEPXkKAThb >KEPTBY, KOTOPOM HYyKHa
MICUXOJIOTHYECcKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCHBHOIO OBEIEHUS B CETH.

Mo6unbHbIN TenedoH

CoBpeMeHHbIE CMapT(HOHBI W IUIAHIIETHI COJEPKAT B ceOe BIOJIHE B3POCHBIA (YHKIHOHAT, U
TCIICPb OHU MOI'YT KOHKYPUPOBATH CO CTAIMOHAPHBIMHU KOMIIBIOTCPAMU. OI[HaKO, CpCACTB 3allIUTBI IJIA
MOTOOHBIX YCTPOWCTB MOKa OYCHb Mayio. TecTHpOoBaHNWE U TIOUCK YSI3BUMOCTEH B HUX MPOMCXOIUT HE TaK
WHTEHCUBHO, Kak 17s [1K, To ke camoe kacaercs 1 MOOUIIbHBIX MPUITOKCHHH.

CoBpemeHHBIE MOOWIBHBIE Opay3epbl YK€ NMPakTHYECKH JAOTHAIM HACTOJBHBIC aHAJOTH, OIHAKO
pacupenue QyHKIIMOHAIA BICYET 32 COO0H OOJIBIIYIO CIIOKHOCTh M MEHBIIIYIO 3aIUIIEHHOCTb.
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Jlanexo He Bce MPOM3BOUTEIH BBIITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTUUECKHUE YSI3BUMOCTH
JUISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JyIsi 06€30MaCHOCTH MOOMIILHOTO TeliepoHa:

Huuero He sBisieTcs mo-HacToseMy OecruiaTHeIM. Byib 0cTOpokeH, Belb Koria Tede mpeiararoT
OecraTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKHUE-TO TIATHBIE YCIYTH;

Hymaii, npexxae yeM otnpaBuTh SMS, ¢orto uimm Buzaeo. Thl TOYHO 3Haemib, re OHU OyayT B
KOHEYHOM HuTOre?

Heo6xoa1Mo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonp3yli aHTUBHPYCHBIE TPOTPAMMBI IS MOOMIIBHBIX TeIe()OHOB,

He 3arpysxaii mpuioKeHHs OT HEM3BECTHOTO UCTOYHHKA, BEb OHU MOTYT COJIEP)KaTh BPEOHOCHOEC
porpaMMHOE 0OecTieueHue;

[Tocne Toro kak ThI BBIMIEIIb C caiiTa, TJie BBOAWI JIMYHYIO HH()OPMALUIO, 3211 B HACTPOUKH
Opay3sepa u ynanu cookies;

[Iepuoanuecku npoBepsai, KaKKUe IJIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;

JaBaii cBoii HOMep MOOWJIBHOTO TenedoHa TOJIBKO JIIOASIM, KOTOPBIX Thl 3HACllb U KOMY
JOBEPSICIIb;

Bluetooth momken ObITH BBIKIIFOUECH, KOT/Ia THI UM HE MOJb3yenibes. He 3a0biBaii mHOTIa TPOBEPSITH
3TO.

Online vrpsbl

CoBpeMeHHbBIE OHJANH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIIUE PA3BICUCHUS, OOBEIUHSIONINE
COTHH THICSIY YEJIOBEK 10 BceMy MUpy. rpoku uccienyroT JaHHBIA UM MHp, OOLIAIOTCS IPYT C IPYTOM,
BBITIOJIHSIIOT 3a/IaHUsl, CPAXKAIOTCS C MOHCTPaAMHU W MOJYYalOT OMBIT. 3a YAOBOJBCTBHE OHM ILIATST:
MOKYTAIOT JUCK, OTJIAYUBAIOT a00OHEMEHT WM MIPHUOOPETAIOT KAKMEe-TO OIIUH.

Bce atu cpenctBa uayT Ha MOAJEpKAHWE W PAa3BUTHE UTPHI, a TaKKe Ha caMy O€30MacHOCTD:
COBEPILICHCTBYIOTCSI CHUCTEMBl aBTOPH3ALMHU, BBIYCKAIOTCSI HOBblE HaTud (LUQPOBBIC 3aMIaTKU s
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX urpax CTOUT oOIlacaTbCd HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJjisgd, Ha KOTOpOM OCHOBaHa CUCTEMa aBTOpU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 10 O€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bener cedsi IIOXO WM cO3AaeT TeOe HEeNpHUSATHOCTH, 3a0JIOKUpPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxamylicda agMUHHCTpaTOpaM WIPhl Ha IUIOXO€ IIOBEIEHUE JTOI0 HUIPOKA, JKEIATEIBHO
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MIPUJIOKUTH KaKHE-TO JI0KA3aTENIbCTBA B BUJIE CKPUHOB;
3. He yka3pIBaii TH4YHYI0 HHPOPMALIUIO B Tpodaiiie urpsl;
4. YBaxail Apyrux y4acTHUKOB IO UTPE;
5. He ycranaBnuBaii HeoUIIUATbHBIE TTATYU U MOJIBL;
6. Mcnonb3yl C0KHBIE U pa3HbIE MAPOJIH;

7. axke BO BpeMs UIPbI HE CTOMT OTKJIIOYaTh aHTUBHpYC. Iloka ThI urpaemnib, TBOM KOMIIBIOTEP
MOTYT 3apa3HTh.

PULWINHT Unn KpaXxa NMN4YHbIX AaHHbIX

OOBIYHOW KpaXKeil JIeHer M JOKYMEHTOB CETOJIHS YK€ HHKOTO HE YIAWBHINb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3TOYMBIIUICHHUKH TEPEMECTHIIUCh, B WHTEPHET, W MPOJOJIKAIOT 3aHUMAThCS
"IIFOOUMBIM" TETTOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJIaBHAsl LEJb KOTOPOTO
COCTOMT B TOIYyYCHHH KOH(QHWICHIMAIBHBIX IaHHBIX I[OJb30BaTeNeld - JIOrMHOB W maposieil. Ha
aHrIMKCKOM s3bike phishing untaercs kak Gumuar (ot fishing - peiGHast 10B1s, password - apoJb).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHTHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Ecnmu ThI mojo3peBaelib, 4TO TBOSI aHKETa ObLIa B3JIOMaHA, TO
HE00X0MMO 3a0JIOKHPOBATh €€ U COOOIIUTH aMUHUCTpATOPaM pecypca 00 3TOM Kak MOYKHO CKOPEE;

2. Ucnonb3yit 6e30macHbie BeO-CaThI, B TOM YUCJIEe, MHTEPHET-Mara3unHoOB U TIOMCKOBBIX CUCTEM;

3. Hcmonws3yil CclnokKHBIE W pasHble MMapoyd. TakuM o0pa3oMm, eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKH TIOJTy4aT AOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecmu T1ebs B3iOMaM, TO HEOOXOAMMO TMPEIyNPEeInuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
no0aBIeHBl y TEOS B JAPY3bAX, O TOM, YTO TeOS B3JIOMaiM M, BO3MOXXHO, OT TBOETO HMEHHU OyIeT
pacchuUIaThCsl CIIaM U CCBUIKH Ha (DUITUHTOBBIE CAHTHI;

5. Ycranosu HaznexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBaii (ailsibl ¥ Ipyrue BIOKEHUS B MHCbMaX, JJa)Ke €CIIU OHU MPHIIUIA OT TBOUX JpPYy3€il.
Jlydiie yTouHM y HUX, OTIIPABIISUIMA JIM OHU TeOe 3TU (ailibl.

LudpoBas penyrauus
[MudpoBas penyramuss - STO HETaTUBHAs WJIM TO3WTHBHAs WHGOpMalus B CceTH O Teoe.

Komnpomerupyromas uHpopmanus, pasMelieHHas B UHTEPHETE, MOXKET CEPbE3HBIM 00pa30M OTPa3UTHCS
Ha TBOeHl peanbHOU xu3HM. "lludpoBas penyramusa" - 3TO TBOM MMHIK, KOTOPBIM (opmupyercs u3
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nH(popMaiuu o Tebe B UHTEpHETE.

TBoe MecTO KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJOXKEHHE, OCOOEHHOCTH Xapakrepa H
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue mopoCTKH JISTKOMBICJICHHO OTHOCSTCS K ITyOJIUKAIMK JTUYHOW nHpopMmanuu B HTEpHETE,
HE TOHUMasi BO3MOXKHBIX MOCHENCTBUHA. Thl maxke HE CMOXKELb A0rafaTrbcs O TOM, 4TO (ororpadus,
pasMeleHHas 5 JeT Ha3ajd, cTaja MPUYMHON OTKa3a IPUHATH Te0s Ha paboTy.

KommenTapuu, pasmemenue TBoux (ororpaduii U Ipyrue ACHCTBUS MOTYT HE MCUE3HYTh JIaXe
nocje TOro, Kak Thl UX yJanullb. Thl HEe 3HaCllb, KTO COXPaHWI 3Ty MH(OpMAIUIO, Momnaia i OHa B
MIOMCKOBBIE CHCTEMBl M COXPAHWIACH JIM OHA, a IVIABHOE: 4TO MOAYMAIOT O TeOe OKpYXKarollue oAU,
KOTOpBbIE HAWAYT M YBUAAT 3T0. HailTu nH(pOpMaIMio MHOTO JIET CIIyCTs CMOKET JIF00OH - KaK U3 JOOPhIX
noOy»KAE€HUH, TaK U C HAMEPEHUEM IPUYMHUTD Bpe. ITO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aLTUTE UPPOBON permyTaIiu:

1. Tlomymaii, ipekae 4eMm 4To-TO MyOJIMKOBAaTh M IEpeaaBaTh y ceds B OJIOre WM B COIMATBLHOMN
CeTH;

2. B mnactpoiikax mpoduiis yCTaHOBHM OTpaHWYEHHUS HA MPOCMOTP TBOETO MPOPMIST U €ro
COJIEP’KUMOT0, CAENIal €ro TOJIbKO "UIsl Ipy3en";

3. He pasmemaii u He yka3biBaii MHGOpPMAIUIO, KOTOpas MOXET KOTO-THOO0 OCKOpOJATH WIIH
O0MXKAaTh.

ABTOpCKOE npaBo

CoBpeMeHHBIE IIKOJIBHUKU - aKTUBHBIE TOJIb30BaTENN HUGPPOBOro mpocTpaHcTBa. OAHAKO JaleKo
HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMHU BO3MOXHOCTSIMH LIU(PPOBOTO MUpa TpeOyeT coOII0IeH s TpaB
Ha UHTEJJICKTYAJIbHYIO COOCTBEHHOCTb.

TepmuH "WHTEIEKTyalIbHAsI COOCTBEHHOCTh'" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSIM UEJIOBEUECKOTO
yMa, HauMHasi ¢ HOBBIX U300peTeHUl U 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIIYTH, U
3aKaH4MBasi KHUTaMu, ¢pororpadusiMu, KHHOPHIbBMaMU U MY3bIKaJIbHBIMH ITPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa MHTEJIEKTYaJbHYI0 COOCTBEHHOCTb Ha MPOM3BEACHUS HAYKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KayeCTBE TIapaHTHMM TOrO, 4TO
MHTEJUICKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeaIMBbIC
BO3MOKHOCTH 3apa0oTaTh Ha PE3yJIbTaTax CBOErO TpyJa, MOJYYUTh W3BECTHOCTh W IpHU3HaHUE. HukTO
0e3 paspelieHusi aBTOpa HE MOXKET BOCIPOU3BOAMTH €r0 MPOU3BEIEHHE, PacIpOCTPaHATh, MyOINYHO
JI€MOHCTPUPOBATh, MpOJaBaTh, MMIOPTHPOBATh, IycKaTb B IPOKaT, MyOJIUYHO HCIOJIHSATH,
MOKa3bIBaTh/UCIIONHATE B 3(upe win pasmemiats B lHTepHeTe.

Hcnonp3oBanue "muparckoro" mporpaMMHOTO 0OECIIEUEHUsT MOXKET NMPHBECTH K MHOTHM PHUCKAM:
OT TOTepH JAHHBIX K TBOMM aKKayHTaM J0O OJIOKHPOBKM TBOEIO YCTPOWCTBa, IJi€ YCTaHOBIJIEHA
HeneranbHasi mporpamMMa. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JierajibHble U O€CIUIaTHbIE
IIPOrpaMMBbI, KOTOPbIE MOYKHO HAalTH B CETH.
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O nopTtane

CeteBHUOK.p¢ - TBOU IMIaBHBI COBETYMK B CETU. 371ECh Thl MOXKEIIb y3HATh 0 0€30MaCHOCTH B CETH
HNOHATHBIM M [JOCTYIHBIM S3bIKOM, a IPHU BO3HUKHOBEHUHM KPUTHUYECKOW CHUTyalluH OOpaTUThbCA 3a
COBETOM. A TaKXe MPHUHATH y4acTUE B KOHKYpPCaX U CTaTh CAMbIM IIU(PPOBBIM TPasKIaHUHOM !

ITpunoxxenne N 3
NAMATKA oNna POAUTENENA OB UHOOPMALMOHHOW BE3OMNACHOCTU OETEN

Onpenenenne TtepmuHa "wH(MOpManuoHHas Oe3omacHOCTh nereil” comepxkutcs B DemeparbHOM
3akoHe N 436-D3 "O 3ammTe nereid oT MHGOPMALMH, IPUUUHSIONICH Bpel MX 3J0POBBI0 U Pa3BUTHIO",
PETYIHUPYIOMUM OTHOIIEHUS, CBSI3aHHBIE C 3aIIUTON JeTedl oT MH(OpMAIWK, NMPUYUHSIOMEH BpEa HX
310pOBBIO U (MiK) pa3zBuTHiO. COTIaCHO JaHHOMY 3aKOHY "HH(pOpMaIMoHHAast 0€30MacHOCTh AT - 3TO
COCTOSIHHE 3aIIUIICHHOCTH, TIPU KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIN C MPUYMHEHUEM HH(pOpMaIHe
Bpe/a UX 370POBbIO U (WIH) HU3HUECKOMY, ICUXUYECKOMY, TyXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbHoro 3akona N 436-03 uHdopmanueit, NpUUMHAIONIEH Bpel 340POBbI0 U (MIIN)
Pa3BUTHIO JICTEU, SABISETCA:

1. mHpOpManus, 3anpereHHas Uil paCupOCTPaHEeHUs CPen JeTeH;

2. uH(opManus, pacmpoCcTpaHEHUE KOTOPOU OTPAHUUYCHO CPEAM JIETEH ONMPECICHHBIX BO3PACTHBIX
KaTEropuil.

3. K undopmanmm, 3anpemeHHon 1uisi paclipoCTpaHEeHUsI CPEU AETEH, OTHOCHUTCS:

4. undopmarus, MoOyKIaromas JIeTei K COBEPIICHUIO NEHCTBUM, MPEACTABISIONUX YIPO3y HX
KU3HH | (WJIU) 37J0POBBIO, B T.4. MPUYNHEHUIO BPE/la CBOEMY 3/I0POBbIO, CAMOYOHIHCTBY;

5. cmoCcOGHOCTH BBI3BATH y JETEH KelaHHE YIOTPEeOUTh HAPKOTHUECKUE CPEICTBA, IICUXOTPOIHbIE U
(W) oaypMaHMBAIONIME BEIIECTBA, TabadHble W3/ACIUS, AQJIKOTOJBHYI0O U CIHUPTOCOIAEPKAIIYIO
MNpOAYKIMIO, TMBO U HAITUTKH, U3TrOTABJIMBACMBIC HAa €TO OCHOBC; NPHUHATH YUACTHC B A3aPTHLIX HUI'PaX,
3aHUMAThCS MIPOCTUTYLUEH, OPOISHKHIYECTBOM HITH ITONPOIIAHHYECTBOM;

6. 000CHOBBIBAIOIIAs] WJIM OIPABIBIBAONIAS JOIMYCTUMOCTh HACHIMS M (WJIM) KECTOKOCTH JHOO
o0y K Aarolasi OCyIIECTBIIATh HACHJIbCTBEHHbIE IEUCTBUS 110 OTHOUIEHHUIO K JIFO/IIM U JKUBOTHBIM;

7. oTpUIIaIOIas ceMeHHbIe IIEHHOCTH U (POPMHPYIOLIasi HEYBaKEHHUE K POAUTEISIM U (MITH) APYTUM
YJIeHaM CEMbH;

8. ompaBabIBAOIIAS MPOTUBOIIPABHOE TTOBEACHUE;
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9. conepaaliasi HEEH3ypHYIO OpaHb;
10. coneprxamast HHGOPMAIUIO TOPHOTPaPHUUECKOr0 XapaKTepa.

K mrdopmanuu, pacnpocTpaHeHHe KOTOPOW OTpaHUYEHO CPEIH JETeH OMpeNeIeHHOTO BO3pacTa,
OTHOCHUTCSI:

1. undopmanus, npeacranisieMas B BUA€ H300pa)KEHUS! WM OMHCAHUSI )KECTOKOCTH, (GU3NYECKOTO U
(MM TICUXUYECKOTO HACWIIHS, TPECTYIUICHUSI WIH MHOTO aHTUOOIIIECTBEHHOTO JEHCTBUS;

2. BBI3BIBAIOMIAS y JIETEH CTpax, y)Kac WM MaHWKY, B T.4. NMPEICTaBIIsieMas B BHIE U300paKeHHUsI
WIM ONMCAaHUS B YHIDKAIOUICH 4YelOBEYECKOe JOCTOMHCTBO (hOpMEe HEHACHIIBCTBEHHOH CMepTH,
3a00s1eBaHUs, CaMOyOUIICTBA, HECUACTHOTO CIydasi, aBapyuu WU KatacTpodsl U (MJIM) UX TTOCIICICTBUA;

3. npeacrasisicMast B BUAC H306pa)K€HI/I$I WJIM ONUCAHUS MOJOBBIX OTHOIIEHUN MCKOY My)I(‘-IHHOﬁ 148
JKEHIIMHOM;

4. conepxarasi OpaHHBIE CJIOBA U BBIPAKEHUS, HE OTHOCAIIMECS K HELIEH3YpHOU OpaHH.

C yuerom storo Bam mpemmaratorcss mpaBmwia paboTel B ceTH MHTEpHET Il pa3audHbIX
BO3PACTHBIX KAaTEropuid, COOMI0IEHNE KOTOPBIX MO3BOJIUT 00ECTIEYUTh HHPOPMALMOHHYIO 0€30MacHOCTh
BalllUX JCTEM.

OO6wue npaBuna gnsa pogutenen

1. He3aBucumo oT Bo3pacta peOeHKa HCHOJIb3yHTEe MporpaMMHOE OOecIedeHue, MoMoraromiee
¢uIbTpOBaTh M KOHTPOJIUPOBATH HH(OpMAIMIO, HO HE IOJNaraiTech MOJHOCTHIO Ha Hero. Bare
BHHUMaHUE K peOEHKY - TJIaBHBII METOJ 3alllUThI.

2. Eciu Bam pebGeHOK HMMeeT akKayHT Ha OJHOM H3 couuanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMAaTeJIbHO H3YYHUTE, KaKyl0 HH()OPMAIMIO ITOMEMIAIOT €ro
YYaCTHHMKH B CBOMX Mpoduisax u O1orax, Bkiovast poTorpaduu v BUAEO.

3. IlpoBepbTe, C KakMMH APYTMMH CalTaMH CBs3aH COLMANBHBIN cepBuc Bamero peOeHka.
Crpannuku Bamero peOeHka MoryT ObITh O€30MacHBIMHM, HO MOTYT M COJEpXKaTh CCBUIKM Ha
HE)KeNaTeIbHbIe W OMacHBIC CAaWTHI (HAampuMep, MOPHOCAWT, WM CalT, Ha KOTOPOM JpPYyr YHOMHHAET
HOMeEp coToBoro Tenedona Bamero pedenka nim Bamn nomannuii anpec)

4. Tloompsiite Bammx nereit coobmarh 000 BCEM CTPAaHHOM WJIM OTTAJKHUBAIONIEM M HE CIUIIKOM
OCTPO pearupyure, KOrja OHU 3TO JAENalT (M3-32 OMACEHHUs MOTEpSATh NocTyl K MHTepHeTy neTtu He
TOBOPSAT POJIUTEIISIM O TIPOOJIeMax, a TAaK)KE MOTYT Ha4aTh UCTOJIb30BaTh MIHTEpHET BHE JJ0Ma U IITKOJIBI ).

5. ByneTe B Kypce ceTeBoi »ku3HM Bamiero pebenka. MHTepecyiitech, KT0 UX py3bs B MHTEepHET
TaK e, KaK HHTEPeCyeTeCh PEAIbHBIMU IPY3bSIMH.

Bo3spacT ot 7 go 8 net

B NuTepHeTe peOCHOK cTapaeTcst MOCETUTh T€ WM MHBIC CANThI, @ BO3MOXKHO U YaThl, pa3pericHue
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Ha TIOCEHIEHHE KOTOPBhIX OH HE MOJy4dmsa Obl OT poauteneil. [loaTtomy pomutensM oCOOEHHO MOJIE3HBI
6y,Z[YT TC OTYCTBI, KOTOPBLIC MNPCIAOCTABIAOTCA MNporpaMmMaMn IO OT'PpaHUYCHHUIO HCIIOJIb30BAHUA
Wutepnera, T.e. PonuTenbckuii KOHTPOIL WM TO, YTO BBl CMOXKETE YBHACTh BO BpEeMEHHBIX (paitmax. B
pe3ynbrare, y pebeHka He OyAeT OIIyIIEHHUs, YTO 32 HUM BEIETCS MOCTOSHHBIN KOHTPOJb, OJHAKO,
ponuTenu OyAyT MO-TIPEKHEMY 3HATh, KaKWe CallThl mocemaer ux pedeHok. Jleth B AJaHHOM Bo3pacTe
OG.HB.I[EIIOT CUJIbHBIM YYBCTBOM CCMbH, OHU OOBCPYHBBI 1 HC COMHCBAIOTCA B aBTOPUTCTAX. Ounu .HIOGSIT
UTPaTh B CETEBbIE UTPHI U MyTEUIECTBOBATH 110 MHTEpHETY, NCIONIb3YS AIEKTPOHHYIO MOYTY, 3aX0/IUTh Ha
CalTHI U 4aTbl, HC pCKOMCHAOBAHHBIC POJAUTCIISIMU.

Cogertsl 10 Oe3omacHocTH B ceTd MHTepHeT U1t nereit 7 - § ner

1. Co3gaiiTe CIMCOK AOMAITHUX TIPpaBUII mocenieHus HTepHeTa mpu y4acTuu JAeTeil U TpeOyilTe ero
BBITIOJIHCHUA.

2. TpeOyiite ot Bamero pebeHka coOtOCHUS BPEMEHHBIX HOPM HAXOXKJIEHHUS 32 KOMITBIOTEPOM.
[Tokaxxute pebenky, yTo Bl Habmogaere 3a HUM HE MOTOMY 4TO Bam 3T0 Xxouercs, a motoMy uto Bbl
OecrokouTech 0 ero 0€30MacHOCTH U BCErJa TOTOBBI €MY IIOMOYb.

3. KomnbioTep ¢ moakmoueHueM K VHTepHETY IOJKEH HaxXOOUThCs B OOLIeH KOMHATe MOJ
MPUCMOTPOM POAUTENEH.

4, I/ICHOHB3yﬁT€ CIICHUAJIBHBIC JCTCKHUC ITIONCKOBBIC MAallIMHBI.

5. Hcnonp3yiiTe cpeiacTBa OJOKUPOBAHUS HEXKENATEIbHOIO KOHTEHTAa KakK JIOMOJHEHHE K
CTaHJAPTHOMY POIUTENIECKOMY KOHTPOJIIO.

6. Co3nmaiite ceMEWHBIN SJIEKTPOHHBIN SIIUK, YTOOBI HE IMO3BOJUTH JACTSIM HMETh COOCTBEHHBIE
aapeca.

7. brnokupyiiTe pocTym K caiitamMm C O€CIUIaTHBIMH TOYTOBBIMU SIIUKAMHU C TTOMOIIBIO
COOTBETCTBYIOIIETO MPOrPAMMHOT0 00eCIIeUeHUSI.

8. Ilpuyunrte nmereil coBeToBaThCs ¢ Bamm mepen omyOJMKOBaHWEM KaKOW-THMOO HH(pOpMAIMH
CpeACTBaMU 3JICKTPOHHOM MMOYTHI, YaTOB, PETUCTPALMOHHBIX (GOPM U IpOodHIIei.

9. Hayuute nereii He 3arpyxarth (pailyipl, IpOrpaMMbl UM MY3BIKY 0€3 BaIllero COTIacusl.
10. He pa3pemaiite geTsM HCIOIB30BaTh CIYKObI MTHOBEHHOT'O OOMEHA COOOIICHUSIMHU.

11. B "GenpIii" cIMCOK CaiTOB, pa3pelICHHBIX JJIS TIOCEIIEHUs, BHOCUTE TOJIBKO CANTBI C XOPOIIEeH
penyranuen.

12. He 3a0biBaiiTe OecenoBath C JeThbMU 00 MX JIpYy3bsix B MHTepHeETe, Kak eciu Obl peub Iuia O
IPY3bsiX B pEAIbHOM KU3HH.

13. He pemaiite "TaOy" W3 BONMPOCOB IMOJOBOW JKW3HH, TaK Kak B VIHTEepHETE NETH MOTYT JIETKO
HATKHYTHCS Ha IOPHOTpauIo MU CalThl "I B3pOCIBIX".

14. Ilpuyunte Bamiero peGeHka cooOmarh BaM O JIFOOBIX yrpo3ax WM TPEBOTax, CBS3aHHBIX C
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HNuTtepuerom. OcraBaiiTech CIIOKOWHBIMU W HANIOMHHUTE ACTSAM, YTO OHM B O€30MACHOCTH, €CIIH CaMH
pacckazaay BaM O CBOMX TpeBorax. [loxBanmuTe WX W IMOCOBETYHTE MOAOWTH €mie pa3 B MOJOOHBIX
Cly4asix.

Bo3pacT geten ot 9 oo 12 ner

B nanHOM BO3pacTe AeTH, KaK IPaBUIIO, YK€ HACIBIIIAHBI O TOM, Kakas HHGOpMaIus CyIECTBYET B
WNutepnere. CoBeplIEHHO HOPMAJbHO, YTO OHM XOTAT 3TO YBHJETh, IPOYECTb, yciblmaTh. IIpu atom
HY>KHO TIOMHHUTB, YTO JIOCTYI K HEXeJIaTeIbHbIM MaTepragaM MOXHO JIETKO 3a0J0KHUPOBATh MPU MTOMOLII
cpeacTB PonuTenbckoro KOHTpOIS.

CogeTbl 10 0€301acHOCTH I nereit ot 9 1o 12 ner

1. CoznaiiTe CMCOK JOMAIITHUX MPABHII TIocemeHrs MHTepHET pu ydacTum AeTei u TpedyiTe ero
BBITIOJIHCHUA.

2. Tpebyiite oT Barero pebenka coOitoiIeHrsI HOPM HaXOXKIEHHUS 32 KOMIIBIOTEPOM.

3. Habmiomaiite 3a pebeHkoM npu paboTe 3a KOMIIBIOTEPOM, OKaKUTE eMy, 4To Brl OecriokouTech
0 ero 0e30IacHOCTH U BCEr/la TOTOBBI OKAa3aTh €My ITOMOIIb.

4. KommbploTep ¢ MOAKIIOYEHHEM B VIHTEpHET MODKEH HaXOIUThCs B OOIIeH KOMHATe Mo
MPUCMOTPOM POAUTENEH.

5. Hcnonp3yiiTe cpeicTBa OJIOKUPOBAHMS HEXKENATEIIbHOTO KOHTEHTAa KakK JIOTIOJHEHHE K
CTaHAApPTHOMY POIHMTENBCKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe mpuHUMAaTh HEMOCPEICTBEHHOE yJacTHE B XKHU3HU peOeHKa, OeceoBaTh ¢ IeThbMH
00 ux apy3bsx B MIHTEepHETE.

7. HaCTaHBaﬁTe, ‘ITOGBI ACTH HHUKOrJa HC COIIalldJIMCh Ha JIMYHBIC BCTPCUMU C OPY3bSIMHU 110
HNutepnery.

8. ITo3BousAliTe AETSIM 3aXOUTh TOJIBKO Ha CATHI U3 "Oeroro" crucka, KOTOPBINA CO3aiiTe BMeCTe ¢
HUMH.

9. [lpuyunTe neTelt HUKOTAA HE BBIJABATD JIMYHYIO HH(POPMAIIMIO CPEJICTBAMU JIEKTPOHHON MOYTHI,
4aTOB, CUCTEM MTHOBEHHOTO OOMEHa COOOIICHUSMHU, PETUCTPAIIMOHHBIX (OPM, TUIHBIX MPOPUIICH U TTPH
perucrpanuu Ha KOHKypchl B IHTepHeTe.

10. IIpuyunTte aereit He 3arpyxaTh nmporpammel 6e3 Bamero paspemenns. OObSICHUTE UM, YTO OHU
MOTYT CITy4ailHO 3arpy3UTh BUPYCHI HIIU JIpYTroe HeXelaTeIbHOe POorpaMMHOe 00ecTieYeHuE.

11. Co3naiite Bammemy peOeHKY OrpaHUYCHHYIO YUETHYIO 3aMKCh I paOOTHI HAa KOMITBIOTEpE.

12. Ilpuyuute Bamero pebenka cooOmarh BaM O JIOOBIX yrpo3ax MM TPEBOTrax, CBS3aHHBIX C
Wureprerom. HamomHuTE AETAM, 4TO OHU B O€30MIACHOCTH, €CJIM CaMH PacCKa3ald BaM O CBOUX TPEBOTax
U OTIACCHHUSX.

KOHcy.]IbTaHTHJIIOC www.consultant.ru Crpanwuna 18 u3 20

HaJIe)KHAsI MPABOBas MOIEPKKA


http://www.consultant.ru/
http://www.consultant.ru/

<I[ucsmo> MunobpHayku Poccun ot 14.05.2018 N 08-1184
"O HanpaBieHuH HHpopMaruu"
(BmecTe ¢ "MeToANYEeCKUMU PEKOMEHIAIUSAMH O...

JokymenT npenoctasier Koncynsrantllnoc
[ara coxpanenus: 28.03.2019

13. Pacckaxkute nersm o mopHorpaduu B UHTepHeTe.

14. HacrauBaiite Ha TOM, YTOOBI JE€THU MPEIOCTABILIA BaM JOCTYI K CBOEH 3JIEKTPOHHOW IOYTE,
YTOOBI BBl YOSAMIIUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OObsicHUTE AETSAM, YTO HEJb3s HUCIOIb30BaTh CETh JUIS XYJIHTAHCTBA, PAaCIpPOCTPAHCHHS
CIUIETEH WK YIPO3.

Bo3pacT geten ot 13 go 17 ner

B sTOM BO3pacTe NogpOCTKH aKTUBHO UCIOJb3YIOT NOUCKOBBIE MAILIMHBI, IT0JIb3YIOTCS 3JIEKTPOHHOM
MOYTOH, CIIy’)kKOaMH MTHOBEHHOTO OOMEHa COOOIIEHUSIMH, CKQUMBAIOT MY3BbIKY U (HIbMbI. MabuiKkaMm B
3TOM BoO3pacTe 0oJjbllle MO0 HpaBy CMETaTb BCE OTPAHUYEHHUS, OHM KaXIyT rpyOOro HoMopa, a3apTHBIX
UTp, KapTHHOK "I B3pocibiX". JIeBOUKM NMPEeAroyuTaoT OOIIaThCsl B 4yaTax, MPH 3TOM OHHU ropas3zio
OoJiee UyBCTBUTENBHBI K CEKCYyalIbHBIM JIOMOrarenbcTBaM B MIHTepHeTe.

3auyacTylo B JaHHOM BO3PACTE POJUTENSAM YK€ BECbMa CII0XKHO KOHTPOJIMPOBATH CBOMX AETEH, TaK
kak 00 VHTepHeTe OHHM YK€ 3HAIOT 3HAYUTEIHLHO OOJbINE CBOMX poautenei. Tem He MeHee, HE
oTmyckaite nereii B "cBobomHoe miaBaHue" mo WutepHery. CrapaiiTech aKTHBHO Y4acTBOBAaTh B
obOmenuu pedberka B UHTepHeTe.

Baxno no-npexxaeMy cTporo cobmonars npasuia VHTepHET-0e30MMacHOCTH - COTJIAIIEHUE MEXITY
poourensimMu M AetbMu. Kpome Toro, HeoOXOAMMO KaK MOXHO 4Yalle MpOCMaTpuBaTh OTYETHI O
nesrenbHocTH nereit B Mutepuere. Cremyer oOpaTuTh BHUMaHHME Ha HEOOXOTUMOCTH COJCPIKAHUS
POIUTENBCKUX TMapojel (maposnel aJMUHHCTPATOPOB) B CTPOIOM CEKpeTe M O0OpaTUTh BHUMAHUE Ha
CTPOroCTh 3TUX NAPOJIEH.

Cogertsl 10 0e30macHOCTH B 3TOM Bo3pacTe oT 13 1o 17 ner

1. Co3paiite CNHMCOK AOMAIIHUX MpaBWil MoceleHuss MHTepHeTa mpu ydacTHMM MOJIPOCTKOB H
TpeOyiiTe 6e3ycnoBHOrO ero BhIMOMHEHUs. OOroBopuTe ¢ PEeOCHKOM CIHCOK 3alpelleHHBIX CalTOB
("uepHsIii circok"), gackl paboThl B UHTEpHETE, PYKOBOJICTBO 10 00IIeHNI0 B IHTEepHETE (B TOM YHCIIE B
yaTax).

2. KomnbroTep ¢ moaKIIOYEHHEM K ceTH MIHTEepHET T0KeH HaXOAUThCS B 001IIel KOMHATE.

3. He 3a0biBaiiTe OeceoBaTh ¢ 1eThbMH 00 UX ApY3bsixX B VIHTepHETE, O TOM, YeM OHH 3aHSTHI TAKHM
o0pa3oM, OyATO peds HAET O JPY3bsX B pealbHOM km3HU. CrpammuBaiTe O JIOIIX, ¢ KOTOPBIMHU JETH
OOIIAFOTCS MTOCPECTBOM CITY’KO MTHOBEHHOTO OOMEHA COOOIIEHUSMHU, YTOOBI YOSIUTHCS, YTO ITH JIFOAU
UM 3HAKOMBI.

4. Hcnomw3yiiTe cpenctBa OJOKHMPOBAHUS HEXKENATEIHbHOTO KOHTEHTAa Kak JOIMOJIHEHHE K
CTaHIapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMH 4aTaMu NoJb3ytoTcs Bamm neru. IloomipsiiTe mcmonb30BaHHE
MOJIEpUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOLIAINCH B IPUBATHOM PEKUME.

6. HacramBaiiTe Ha TOM, YTOOBI JE€TH HHMKOTJA HE BCTPEUAINCHh JIHMYHO C JPY3bSIMH U3 CETH
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HNuTtepHer.

7. Ilpuyuute neTeil He BBIJABATh CBOIO JMUYHYIO MH()OPMAIMIO CPEACTBAMU 3JIEKTPOHHOM MOYTHI,
4aTOB, CUCTEM MTHOBEHHOTO OOMEHa COOOIICHUSIMHU, PETUCTPAIIMOHHBIX (OPM, TUIHBIX TPOPUIICH U TTPH
perucTpanyy Ha KOHKypchl B IHTepHeTe.

8. [lpuyunTe Aereit He 3arpyxath nporpaMmmbsl 0e3 Bamrero paspemenus. OOBsICHUTE UM, YTO OHHU
MOTYT CITy4aifHO 3arpy3UTh BUPYCHI HIIU JIpYroe HeXelaTeIbHOe POrpaMMHOe 00ecTIeYeHuUE.

9. Ilpuyunute Bamero pebGenka cooOmaTh BaM O JIOOBIX yrpo3ax WJIM TPEBOTAX, CBSA3aHHBIX C
WNuTtepuerom. HamoMuuTe neTsM, 4To OHU B O€30MACHOCTH, €CJIH CAMU PACCKa3ald BaM, O CBOUX yrpo3ax
nuu Tpeorax. [loxBamuTe MX U MOCOBETYHUTE MOJOUTH €I1Ie pa3 B MOJOOHBIX CITydasX.

10. Pacckaxute nerssm o mopHorpaguu B HMuTepHere. IlomMormte MM 3alIMTUTBCS OT Clama.
HayunTte mogpocTkoB He BbAaBaTh B MIHTEpHETE CBOETO PEAIILHOTO 3JIEKTPOHHOIO aipeca, He OTBEYaThb
Ha HeXeNaTeJIbHbIe MMChMa U UCTIOIb30BATh CIIEHUAIBHBIE TOYTOBbIE (DPMIIBTPHI.

11. ITpuyunTe cedst 3HAKOMHUTHCS C CaliTaMU, KOTOPBIE MOCEHIAIOT MOAPOCTKH.

12. HayuuTe nereit yBakaTh APYruxX B UHTEpHETE. Y O€AUTECH, UYTO OHU 3HAIOT O TOM, YTO IpaBUiIa
XOPOILIETO MOBEIECHUS ACUCTBYIOT BE3/IE - JaKE€ B BUPTYaTbHOM MUDE.

13. OObscHUTE NETSM, YTO HM B KOEM ciydae Henb3sl Hcroib3oBaTh CeThb I XYJIUTaHCTBA,
pacrpoCTpaHeHUsI CIUIETEH UIIH YTPO3 APYTUM JIFOJSIM.

14. OOGcymute ¢ MOAPOCTKAMH NPOOJEMbI CETEBBIX a3apTHBIX UTP M HMX BO3MOXKHBIA PHCK.
HamomHuTE, 9TO AE€TH HE MOTYT MIPaTh B 3TH MIPBI COTTIACHO 3aKOHY.

[TocrostHHO KOHTpONUpPYITE Hcnonb3oBanue MHTepHera Bamum pedenkoM! D10 He HapylIeHUe ero
JIMYHOTO TIPOCTPAHCTBA, a Mepa MPEIOCTOPOKHOCTH U MposABIeHUE Bamel poauTenbckon
OTBETCTBEHHOCTHU U 3a00THI.
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